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[2] Establishment of policies, and continuous monitoring of their proper implementation, by the members of the governing body of
an organization. It includes the mechanisms required to balance the powers of the members (with the associated accountability),
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[4] The Internet Governance Forum (IGF) serves to bring people together from various stakeholder groups as equals, in discussions
on public policy issues relating to the Internet. While there is no negotiated outcome, the IGF informs and inspires those with
policy-making power in both the public and private sectors. At their annual meeting delegates discuss, exchange information and
share good practices with each other. The IGF facilitates a common understanding of how to maximize Internet opportunities and
address risks and challenges that arise.

[5] Internet Assigned Numbers Authority
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[6] The report of the Working Group on Internet Governance, published in June 2005, “Internet governance is the development
and application by Governments, the private sector and civil society, in their respective roles, of shared principles, norms, rules,
decision-making procedures, and programmes that shape the evolution and use of the Internet”.

[71 U.S. dominance in Internet regulation under fire. Jeffrey Sparshot. The Washington Times. October 10 2005. wwuw.
washingtontimes.com® a growing bloc of rich and poor nations wants to strip the U.S. government of its role managing the
Internet’s most basic infrastructure and hand it to a still-undefined international coalition”.
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[8] Internet Governance Project (IGP).

[9] Principles on the Internet’s Domain Name and Adressing System.

[10] (NTIA) National Telecommunications and Information Administration.

[11] The Future US Role in Internet Governance: 7 Points in Response to the US Commerce Department’s “Statement of
Principles”Concept Paper by the Internet Governance Project www.internetgovernance.org 28 July, 20052- “The US Government’s
exceptional role as unilateral contracting and oversight authorityfor ICANN, should it continue ad infinitum into the future, will
directly contradict the two prongs of the 1998 White Paper policy (internationalization and privatization). Obviously, Internet
governance is neither internationalized nor privatized if one national government arrogates to itself the exclusive authority to
supervise ICANN, negotiate the terms of its contracts, and approve any changes in the root zone. The policy if unchanged also
invites reciprocal actions by other states that may undermine the global compatibility of the Internet and the interests of users
and suppliers in the United States”.

[12] Jack Straw, Secretary of State for Foreign and Commonwealth Affairs

[13] Letter from the US secretary of state Condoleezza Rice to the UK foreign minister Jack Straw acting in the role of presidency
of the EU., “Burdensome, bureaucratic oversight is out of place in an Internet structure that has worked so well for many around
the globe. We regret the recent positions on Internet governance(i.e., the “new cooperation model”) offered by the European Union,
the Presidency of which is currently held by the United Kingdom, seems to propose just that - a new structure of intergovernmental
control over the Internet”.

[14] International Internet Governance Forum.
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[15] Translating domain names into unique numerical addresses read by computers.
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[16] Communication from the commission to the council, the European Parliament, the European Economic and Social Committee
and the committee of the regions- challenges for the European information society beyond 2005. Brussels, 19/11/2004.

[17] George Sadowsky, Global Internet Policy Initiative and Internews Network,Raul Zambrano, United Nations Development
Programme, Pierre Dandjinou, United Nations Development Programme.Internet Governannce: A Discussion Document
prepared for the United Nations ICT Taskk Force. New York, USA / May 24, 2004. 1. Discussions on Internet governance have
been taken place for several years and predate the World Summit on the Information Society (WSIS) process. To a large extent,
the many globaldebates on the subject grew in volume due to the technology boom of the late 1990s and the heavy involvement
and interest of the ICT private sector in the process. The boom not only suggested the apparent emergence of a new economy but
also the enormous social and political transformation power that the Internet and related new technologies could deliver into the
hands of citizens throughout the globe.
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[18] The Internet Engineering Task Force (IETF),The Internet Architecture Board (IAB), The Internet Society (ISOC) ,which
provides the legal umbrella for the activities of the IETF and the IAB, The Internet Corporation for Assigned Names and
Numbers (ICANN),The Computer Emergency Response Team (CERT) in the U.S.,The Regional Internet Registries (RIRs), The
Internet Assigned Numbers Authority (IANA), The World Wide Web Consortium (W3C),The International Telecommunications
Union (ITU),The network operator groups, including RIPE, Apricot, NANOG, APNG, SANOG, AFNOG, SilkNOG,The UNICT
Task Force

[19] s5:z dsama .59 LAY ra.d -09,50 yolo -lacdlly ASH suss :CoYlg gilall
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[20] Arrét de la Cour (troisieme chambre) du 11 juillet 2013. / Belgian Electronic Sorting Technology NV contre Bert Peelaers
et Visys NV. / Demande de décision préjudicielle: Hof van Cassatie - Belgique. / Directives 84/450/CEE et 2006/114/CE
- Publicité trompeuse et publicité comparative - Notion de ‘publicité’ - Enregistrement et utilisation d’'un nom de domaine -
Utilisation de balises méta dans les métadonnées d’'un site Internet. Affaire C-657/11. htip://eur-lex.europa.eu/LexUriServ/
LexUriServ.do?uri=CELEX:62011CJ0657:FR:NOT

[21] http:/ /www.icann.org/en/help /dndr/udrp/policy
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[22] Jugement du TGI de paris sanctionne lenregistrement du nom de domaine la fayette 25 Mai 1999 sur juriscom.net / TGI
Nanterre 30 juin 1999 a retenu la contrefacon de titulaire de nom lancome, l'oreal, cacharel etc...

[23] la loi Anticybersquatting Consumer Protection act 1999

[24] The Domain Name System Security Extensions

[25] Servers

[26] key signing keys
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[27] Internet Assigned Numbers Authority

[28] Site Finder and Internet Governance - Jonathan Weinberg. “The lesson of Site Finder, in short, is that the existing domain-
name architecture and standards process aresubject to substantial pressure from an aggressively for-profit VeriSign”. http://
faculty.law.wayne.edu/Weinberg/ UOLTJ _1.1.doc%2015(Weinberg).pdf

[29] ICANN Board Approves VeriSign Settlement Agreements. http://www.icann.org/en/news/announcements/announcement-
28feb06-en.htm
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[81] Trends in Telecommunication Reform 2010-11- ITU-“ The term “cyber security” refers to various activities such as the
collection of tools, policies,security safeguards, guidelines, risk management approaches, training, best practices, andtechnologies
that can be used to protect the cyber environment and the assets of organizations and Users”.

[32] L'institution militaire en France loge, le poste de Haut représentant charge de Uintelligence économique (HRIE), responsable
de la coordination des réponses gouvernementales en ce domaine, a savoir le secrétariat général de la défense nationale (SGDN).
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[83] McConnell said the Internet has «introduced a level of vulnerability that is unprecedented.”Cybersecuritystarts at home
and in the office.http:/ /www.google.com:80/hostednews/ap/article/ ALeqM5gkZ5sKNT86kqTITWeDIlogVPoASyQDIB469980
[84] Loppsi en France et Cyber-securite aux USA http://www.natchers.com/actualite-2009/ 8239/ loppsi-en-france-et-cyber-
securite-qux-usa

[835] La directive européenne 2002/58/CE, remplacée par la directive 2006/24/CE. La sécurité nationale est “... la sireté de
létat, la défense, et la sécurité publique...”
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[36] In an open letter to the US president in September 2007, American professionals in cyber defense warned that «the critical
infrastructure of the United States, including electrical power, finance, telecommunications, health care, transportation,
water, defense, and the internet, is highly vulnerable to cyber attack. Fast and resolute mitigating action is needed to avoid
national disaster.» In the murky world of the internet, attackers are difficult to identify. htip://belfercenter.ksg.harvard.edu/
publzcatzon/18727/cyber insecurity.html
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[38] Electronic money regulations 2011 (EMR 2011) & the payment Services Regulations 2009

[89] Senators Unveil Major Cybersecurity Bill Measure Would Update FISMA, Encourage Sharing of Cyber threats By Eric
Chabrow, February 14, 2012. “Sen. Susan Collins, R-Maine, one of the bill’s sponsors, said in a Senate speech. “The threat
is not just to our national security, but also to our economic well-being.” http://www.govinfosecurity.com/articles.php?art_
1d=4506&o0pg=1

[40] « If you're Cisco and you're making $7 million a day online, and you're down for a day, you've lost $7 million. That’s where
you start. There were estimates that the “Love Bug” virus did damage in the billions and billions of dollars. That scale leaves
most people saying, “That’s beyond any kind of comprehension.” http://www.pbs.org/wgbh/pages/frontline/shows/hackers/
risks/cost.html
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[41] General Assembly- Human Rights Council Seventeenth session - Agenda item 3 - Promotion and protection of all human
rights, civil, political, economic, social and cultural rights, including the right to development- Report of the Special Rapporteur on
the promotion and protection of the right to freedomof opinion and expression, Frank La Rue. 16 May 2011- A/HRC/17/27-p:16
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[42] Mckinsey noted in its july 2011 report
[43] In April 2011 sony acknowledged a breach into its PlayStation network
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[44] Exploring associations between resilience and construction safety performance in safety networks. “Resilience engineering is
a paradigm for safety management that focuses on how people cope with complexity under pressure to achieve success (Wybo et al.
2006; Resilience Engineering Network, 2008). Wreathall (2006) associates resilience with the ability of an organization to keep, or
recover quickly to, a stable state, allowing it to continue operations during and after a major failureor inthe presence of hurdles. Thus,
resilience includes both the ability to avoid failures and losses, as well as the ability to respond effectively after these have occurred.
“hitps:/ /www.researchgate.net/publication/283676719_Exploring_associations_between_resilience_and_construction_safety_
performance_in_safety_networks
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[45] Team Poison» hacker who posted Tony Blairs details is jailed - hitp://www.telegraph.co.uk/technology/internet-

security/ 9432459/ Team-Poison-hacker-who-posted-Tony-Blairs-details-is-jailed.html
[46] Military Intelligence, Section 6
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[47] The Ikeja High Court Thursday sentenced Nwagbogwu Stephen, 22, to 12 months imprisonment without option of fine for
Internet fraud”. www. Thetidenews.com.
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[49] Examples of some programs: Kismet for Linux.Netstumbler for windows.Netdiscover for nets not using DHCP.WIFI RADAR.
AirSnort, AirCrack.Cowpatty.

[560] Thomas.M..Thomas.Wireless security, InformIT. http://www.informit.com/articles/article.aspx?p=177383&seqNum=7
Wireless networking is everywhere! That is not meant as hyperbole—it really is everywhere. Wireless technology uses radio waves
to transmit data, so wireless packets are probably flowing in the air in front of you as you read this.
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[61] Le virus: Programme informatique d'autoréplication, doté de fonctions nuisibles, qui s’installe en annexe d’un programme
ou fichier hote pour se propager.Rapport semestriel de MMELANI 2006/ 11 (Juillet a decembre).

[62] SoBig virus from Moscow (summer 2003), which came in many variants. The sixth one was so successful that Microsoft
together with Interpol and FBI set up a system of reward ($250,000) for information leading to the author(s). I love you virus from
Philippines (2002), Code Red a worm from China (2003).

[563] Les «adwaren, terme issu de la contraction des mots anglais «advertising» (publicité) et «softwaren, s’utilisent fréquemment &
des fins publicitaires. Ils enregistrent les habitudes de surf de l'utilisateur pour lui offrir ensuite les produits correspondants (p.
ex. via des liens). Rapport semestriel de MMELANI 2006/11 (Juillet adecembre).

[64] Malware: “Programme malveillant / maliciel. Le terme anglais «malware» est la contraction de «malicious» et de «software».
Terme générique employé pour tout logiciel exécutant des fonctions nuisibles sur un ordinateur (comme p.ex. les virus, les vers ou
les chevaux de Troie). Rapport semestriel de MMELANI 2006/1I (Juillet a décembre).

[65] Réseau de zombies : « Réseau d’ordinateurs infectés par des programmes malveillants (bots). Un pirate (le propriétaire du
réseau de zombies) les controle complétement a distance. Un réseau de zombies peut compter de quelques centaines & des millions
d’ordinateurs compromise”, rapport semestriel MELANI 2006/11 (juillet a décembre) .

[66] Le ver : « A la différence des virus, les vers n'ont pas besoin de programme hote pour se reproduire. Ils utilisent les lacunes
de sécurité ou des erreurs de configuration des systemes d’exploitation ou des applications, pour se propager dordinateur en
ordinateur”, rapport semestriel MELANI 2006/11 (juilet a decembre)>

[67]1 Zombies participate to Distributed Denial of Service attacks (DDOS)

[568] McAfee virtual criminal report: North American Study into Organised Crime and the Internet, 2005, p:11 “The Case of the
Hired Hacker”.
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[569] Spyware collecte des informations, a linsu de lutilisateur, sur ses habitudes en matiére de navigation (surf) ou sur les
paramétres du systéme utilisé pour les transmettre & une adresse courriel prédéfinie » rapport semestriel MELANI 2006/ 11 (juillet
a décembre). Ces logiciels espions qui observent linternaute, www.LeMonde.fr. 06.06.07. le logiciel espion (en anglais, spyware)
s’installe dans un ordinateur dans le but de collecter et de transférer des informations sur l'environnement dans lequel il s’est
installé, trés souvent sans que l'utilisateur en ait connaissance.»

[60] http:/ /www.sophos.fr/sophos/docs/fra/comviru/viru_bfr.pdf.

[61] JeromeSaiz « 80% des sites pornographiques seraient infectieux » hitp://www.lesnouvelles.net/articles/chiffres/675-sites-
pornographiques-et-spywares.html.

[62] Larry Greenmeier, Sharon Gaudin, Information Week. htip://www.informationweek.com/story/showArticle.
Jjhtml?articleID=199702353

- Kris Lamb, director of IBM Internet Security Systems division’s X-Force security research organization.

- David Cole, director of Symantec Security Response.

- Paul Judge, CTO at security vendor Secure Computing.

[63] Tech Encyclopedia. http://www.techweb.com/encyclopedia social networking site. A web site that provides a virtual
community for people interested in a particular subject or just “hang out” together.

[64] Federal Prosecutor: Cybercrime Is Funding Organized Crime,JULY 20, 2007, “Assistant U.S. Attorney Erez Liebermann,
chief of the computer hacking and intellectual property section in New Jersey)s U.S. Attorneyrs Office, says cybercrime has
been so profitable for organized crime that theysre now using it to fund the rest of their underground operations”. http://www.
darkreading.com/document.asp?doc_id=129608& WT.svl=cmpnewsI_1
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[65] https://cve.mitre.org/

[66] Chinese Hackers Use US Servers In Cyber Attacks. http://freebeacon.com/national-security/chinese-hackers-use-us-
servers-in-cyber-attacks/

[67] fire wall
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[68] http:/ /www.internetlivestats.com/total-number-of-websites/

[69] McAfee Labs Report 2016 Threats Predictions. Devices will continue to grow in volume and variety, and the forecast for
connected devices by 2020 is now 200 billion and climbing. Combine this massive increase in the number of devices that need to be
secured with a well-documented shortage of security talent, and it is easy to understand why the security industry must simplify
and automate defenses and their configurations, and improve efficiency with machine learning and networked collaboration.
Even with those improvements, security settings will remain well outside the realm of the average person, fueling the growth
in security services that will provide education, guidance, setup, and update assistance to consumers and small businesses.
People who install home and small business networks will be required to get much better about providing secure systems to their
customers, because no one is going to be the security administrator on these networks. - hitp:/ /www.mcafee.com/tw/resources/
reports/rp-threats-predictions-2016.pdf

[70] http:/ /www.mcafee.com/tw/resources/reports/rp-threats-predictions-2016.pdf

[71] http:/ /www.computerweekly.com/news/ 4500258027/ No-sensible-business-ignoring-cyber-threats-says-Kemp-Little. “The
potential business impacts [of cyber attacks] combined with increasing levels of awareness among consumers mean that no
sensible business is still ignoring this threat,” said Nicola Fulford, head of data protection and member of the cross-departmental
cyber security team at Kemp Little.

[72] DDoS for Bitcoin
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[73] 2015 Information security breaches survey. hitp://www.pwec.co.uk/services/audit-assurance/insights/2015-information-
security-breaches-survey.html

[74] Nine Charged in Insider Trading Case Tied to Hackers. Paul J. Fishman, the United States attorney for New Jersey, said
that nine people were charged after stealing corporate news releases and using the information to make over $100 million. By
THE ASSOCIATED PRESS on Publish DateAugust 11, 2015. Photo by Karsten Moran for The New York Times. Watch in Times
Video http://www.nytimes.com/2015/08/12/business/dealbook/insider-trading-sec-hacking-case.html?_r=0

[75] hittp:/ /www.welivesecurity.com/2015/12/03/news-from-the-dorkside-dorkbot-botnet-disrupted/. News from the Dorkside:
Dorkbot botnet disrupted

[76] National Crime Agency disables Ramnit bank-robbing botnet. http://www.computerweekly.com/news/2240241226/
National-Crime-Agency-disables-Ramnit-bank-robbing-botnet

[77] http:/ /www.computerweekly.com/news/ 4500248925/ Police-arrest-130-in-global-anti-cyber-fraud-operation. Police arrest
130 in global anti-cyber fraud operation

[78] Europol: deal on new powers to step up EU police cooperation and fight terrorism. http://www.europarl.europa.eu/news/
en/news-room/20151130IPR05456/ Europol-deal-on-new-powers-to-step-up-EU-police-cooperation-and-fight-terrorism
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[79] Y41V & oY) e Oolaad) @ 805 13% : 4,85 - http:/ /www.al7ll.com/vb/thread22429.html. E-Commerce growing like hell

- http://www.brainsins. com/us/blog/ecommerce growing/1459. 1p. Morgan: Global E-Commerce Revenue To Grow By
19 Percent In 2011 To $680B. hittp:/ /techcrunch.com/2011/01/03/j-p-morgan-global-e-commerce-revenue-to-grow-by-19-
percent-in-2011-to-680b/
[80] E-money or m-money
[81] Sluot) o Tamly Jid &ty oY) dumo Ao &3IS Jslo- 2ol 1S iy — g dillyz-shl 2007 Zuald] Il sl (1a¥) s - L3N Joll 2loidl
IVl Claskabl L1535 <LVl Jlosial e oIl Bueluc 0358 dsslio § YL sl oloil & LAY daacs n Lyl Of s (! o o,
[82] Resolution 60/252,27 April 2006, adopted by the General Assembly- World Summit on the Informatzon Soczety “Reaffirming
the potential of information and communication technologies as powerful tools to foster socio-economic development and
contribute to therealization of the internationally agreed development goals, including the Millennium Development Goals,”
[83] Economic and Social Council Resolution 1992/22: Implementation of General Assembly Resolution 46/152 concerning
operational activities and coordination in the field of crime prevention and criminal justice, E/1992/92, 30 July 1992.
[84] UN and ITU team up to fight Cybercrime By Messaging News staff
On May 19, 2011 the ITU , the United Nations agency for information and communications technologies, cemented new global
partnerships designed to make cyberspace a safer, more secure place to be for consumers, businesses, and — most crucially —
children and youth.
A Memorandum of Understanding (MoU), signed between ITU and the United Nations Office on Drugs and Crime (UNODC)
at this year’s WSIS Forum event in Geneva will see the two organizations collaborate in assisting ITU and UN Member States
mitigate the risks posed by cybercrime.
http://www.messagingnews.com/short-takes/un-and-itu-team-fight-cybercrime
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[85] PricewaterhouseCoopers, Cyber Security M&A: Decoding Deals in the Global Cyber Security Industry (Nov. 2011)

[86] Les USA se dotent d’'un commandement militaire pour le cyberspace. ...porte parole du pentagone : « les risques lies a la
cybersecurite figurent parmi les defiseconomiques et de securite nationale les plus serieux du XXle siecle ». http:/ /www.elwatan.
com/ Les-USA-se-dotent-d-un

[87] www.defense.gov/news/d20110714cyber.pdf.

[88] Le cyberspace anglais desormais protégé par d'anciens pirates informtiques. htip://techno.branchez-vous.com/

actualite/2009/06/le_cyberspace_anglais_desormais
[89] EU commission: industry calls for true digital single market in recommendations on European Cloud Strategy.
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[91] When Do We Call a Cyber Attack an Act of Cyber War? - http://blog.trendmicro.com/trendlabs-security-intelligence/when-
do-we-call-a-cyber-attack-an-act-of-cyber-war/
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[92] At the Tenth United Nations Congress on the Prevention of Crime and Treatment of Offenders, in a workshop devoted to the
issues of crimes related to computer networks, cybercrime was broken into two categories and defined thus:

a. Cybercrime in a narrow sense (computer crime): Any illegal behavior directed by means of electronic operations that targets the
security of computer systems and the data processed by them.

b. Cybercrime in a broader sense (computer-related crime): Any illegal behavior committed by means of, or in relation to, a
computer system or network, including such crimes as illegal possession [and] offering or distributing information by means of
a computer system or network.
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[93] http:/ /www.mcafee.com/tw/resources/reports/rp-threats-predictions-2016.pdf
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[94] Crime Fighting Computer Systems and Databases, Sam Vaknin, Ph.D. - 9/10/2005, hitp://www.buzzle.com
editorials/ 9-18-2005-77050.asp

[95] La cybercriminalité est la troisiéme grande menace pour les grandes puissances, aprés les armes chimiques, bactériologiques, et
nucléaires » - Colin Rose of Buchanan International, a Scottish-basedcompanythatspecialises in tracking down Internet offenders.
[96] &t ol 53355 N (o CVLaYls Sloslbl LorgloiSs Jlomiul & (ra¥ls L8N eliy J] mads (i 39 i

[97] sale Vo 13 (o 850l § (s dol) Sotud] mdy g yamdll L45L1 oo didell oda Oyao

[98] Attp://www.channel3000.com/technology/2613265/detail.htmIN.C. Man First In Nation Convicted Of Wireless Crime,
Man Pleads Guilty To Hacking Into Patient Files.
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[99] Pakistan tops list of most porn-searching countries: Google. hitp://tribune.com.pk/story/823696/pakistan-tops-list-of-
most-porn-searching-countries-google/

[100] Craigslist’s shame: Child sex ads- By MalikaSaada Saar, Special to CNN “ Last month, two girls trafficked for sex through
the website Craigslist wrote an open letter to its founder, Craig Newmark, pleading with him to get rid of the adult services
section, where sex ads are placed.” hitp:/ /edition.cnn.com/2010/OPINION/08/02/saar.craigslist.child.trafficking/

[101] www.cyberbullying.ca/pdf/Cyberbullying_Article_by_Bill_Belsey.pdf. Cyberbullying: An Emerging Threat to the “Always
On” Generation By Bill Belsey, President and Founder of Bullying.org
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[102] Heartworm infects Microsoftrs IM network Instant-messaging system in need of a vet, September 26, 2006, http://www.
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[108] CNNMoney.com, 40M credit cards hacked. Breach at third party payment processor affects 22 million Visa cards and 14
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[105] www.csooline.com/article Robert McMillian, IDG News service (San Francisco Bureaw), RSA: DHS Project will secure fed’s
computers. Homeland security secretary Michael Chertoff said he takes cyber threats as serious as threats in the physical world.
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[106] newsmax.com Staff for the story behind the story...Clinton used NSA for economic Espionage. Monday, Dec, 19, 2005.
http:/ /archive.newsmax.com/archives/ic/2005/12/19/114807.shtml.

[107] “and the NSA, as the biggest and wealthiest communications interception agency in the world, is best placed to trawl
electronic communications and use what comes up for US commercial advantage” newsmax.com Staff for the story behind
the story...Clinton used NSA for economic Espionage. Monday, Dec, 19, 2005. http://archive.newsmax.com/archives/
ic/2005/12/19/114807.shtml.

[108] Patrick S. Poole. “ECHELON: America’s secret Global surveillance Network”. http://fly.hiwaay.net/~pspoole/echelon.
html ECHELON is actually a vast network of electronic spy stations located around the world and maintained by five countries:
the US, England, Canada, Australia, and New Zealand. These countries, bound together in a pstill-secret agreement called
UKUSA, spy on.
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[109] Atip://www.okaz.com.sa/new/Issues/ 20160517/ Con20160517839900.htm
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[110] A firewall is an integrated collection of security measures designed to prevent unauthorized electronic access to a networked
computer system. It is also a device or set of devices configured to permit, deny, encrypt, decrypt, or proxy all computer traffic
between different security domains based upon a set of rules and other criteria.http://en.wikipedia.org/wiki/Firewall

[111] Internet filter,» refers to a form of computer software sold commercially, designed to be installed on computer terminals
providing access to the Internet, which operates to prevent access to information by filtering out certain information otherwise
available on the Internet. hitp://www.hudsonville.org/Library/internetpolicy.html

[112] Example: Data Encryption has been certified by the federal Information Processing Standards (FIPS) which is a universally
respected governmental certification agency.

[113] Cryptology is the science of coding and decoding secret messages. (Crypto is the Greek root for secret or hidden). It is usually
divided into Cryptography, which concerns designing cryptosystems for coding and decoding messages, and the more glamorous
Cryptanalysis, which is concerned with ““breaking” cryptosystems, or deciphering messages without prior detailed knowledge of
the cryptosystem. David J. Wrigh,t 1999-11-19
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[114] Cryptology refers to the twin processes of «encryption» - the conversion of ordinary information («plaintext») into a
superficially unintelligible code («ciphertext») - and «decryption» - the conversion of ciphertext back into plaintext. Encryption and
decryption are performed using a set of mathematical algorithms of varying complexity, known collectively as a «cipher». A «key»,
in turn, controls access to the cipher. In other words, without the key, you canst break the cipher.Thales, expert in cryptology.
http:/ /www.thalesonline.com /uk/Press-Room.html

[115] Pretty Good Privacy
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[116] The 1997 OECD Guidelines on Cryptography Policy

[117] The 1998 European Commission report

[118] Des exemples de technologies donnés par la Commission européenne : l'anonymisation automatique de données ; le cryptage
pour améliorer le travail du responsable du traitement des données a caractére personnel afin d’éviter le piratage ; les procédés
anti-cookies, bloquant les cookies placés sur le PC pour faire exécuter a l'ordinateur des instructions a lUinsu de lutilisateur, les
personnes concernées devant étre informées du traitement en cours.
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[119] Attp:/ /www.vicman.net/lib/encryption.htm

[120] Global Islamic Media Front Releases “Mujahideen  Secrets”,  http://thesaloon.net/blog/CrimeLaw/_
archives/2007/1/4/2620252.html

[121] SHAUN WATERMAN, “ iDefense Director of Threat Intelligence Jim Melnick told UPI that «Mujahedin Secrets» was
being «heavily promoted» on forums and other Web sites used by supporters of Islamic terror groups”.http://www.upi.com/
SecurityTerrorism/view.php?StoryID=20070129-053607-9471r



N0 oy dis
(V) Sl y Sl 3 | paadl Gerln 130 5l

%UML&L\ M\%
o 9 FSIWN @ 1) 51 () gl & 31

& g 9 423 @M

1) J gV pldsesa) ) gl 555 3) 6 Semall Jlonlly OV g Slaglall oLy Lo
ke 3 ) B 85 Ol oal o LT S W OBLaesT s (Jlondl s ) 3! ol glall
VLY flo g Lo adil s Lzoal 031551 035 .6 5V Slow1 Jan g sladll Sl
L“;CJJJ\S\.@_U.U \j Uj#uu&)cmw\wy‘&wgwysjcwj;j
g Sl el 515

Ao glate jolie a paiaS gt 5 e (Jlanl M 3 VLY wleslall ol 0l (Dl
5580l 5 e lid) (5 Sl il g slaall e (T L) 358 e 0SS I ¢ Jalad) Y
(o ) el sl ) e el 5y caad) JLaY) ol s ol g 7 s ies )
CMTc@@ﬂ\&s)w\%uﬂ@cdﬁj&xﬂOﬂ‘gf?\(lﬁdgdiw.@Jlgggiflﬁwuéggﬂ\
(2l g el g o glall e J gadl 3ae b opiall g ol 0 3 5 sl
B jlolly ol VI falad) 23U 5 bl g Bpdr Y E (1 Yy (f W ags S
¢y Sl g il ol laadl adle aud i 1) e BV ed o 5 L olaldsen V) ods i (il
(¢ B lalazal e dpor Ll a5 55 L ¢l g ¢ olond) ol Sor s 1)
CHIES W PRCHIN W 5 ][RGSO [ RN WP P N RCS DO SO R
Lgebl s 2Dl g (lgrazs cgﬂ\%\;c@%é&@}\ csﬂg\djﬂ\

(@A 5 sk L @ 3V s A 8 ) oo ) g2 mezmnll O e o a3 Nl el 2 50 Y
B S 13y (B el g L 5 b el O S A 03 g B LS (S 5 01 S A
@) 2&,,4,.\ sl o It IS ) gwg (lawiyll g ;\;y\f))ua: L;wj\ cz.g\ﬁ,#J\ oA
= b la . w)\u\mmf.‘u\;\wy\jﬁ\}\m)uuw\‘ a5 olall aods )

e 535 83 gl o Llsltzal o | a5 cln y gl SN (515 2o S5l )
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[123] Society contains the germs of all the crimes that will be committed, as well as the conditions under which they can develop.
It is society that, in a sense, prepares the ground for them, and the criminal is the instrument ... AdolpheQuetelet on crime.
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[126] The secretary of defense, Leon Panetta: “The next Pearl Harbor we confront could very well be a cyber attack that cripples
our power systems, our grid, our security systems, our financial systems, our governmental systems,”. http://www.huffingtonpost.
com/2011/06/13/panetta-cyberattack-next-pearl-harbor_n_875889.html

[127] Cyberwarfare is Internet-based conflict involving politically motivated attacks on information and information systems.
Cyberwarfare attacks can disable official websites and networks, disrupt or disable essential services, steal or alter classified data,
and criple financial systems -- among many other possibilities. - http:/ /searchsecurity.techtarget.com/definition/cyberwarfare
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[128] https:/ /www.icrc.org/ara/resources/documents/faq/130628-cyber-warfare-q-and-a-eng.htm

[129] La guerre cybernétique, nouveau prétexte des pressions anti-iraniennes!.dimanche, 21 octobre 2012 04:44 «
Bien qu'une guerre cybernétique ne soit pas aussi destructrice et dévastatrice qu'une guerre militaire, cependant,
si la seule grande banque des Etats-Unis fait lobjet dune telle attaque, ses impacts seront beaucoup plus
importants, pour l'économie mondiale, que ceux de lattentat du 11 septembre 2001, selon les analystes américains».
http://french.irib.ir/analyses/commentaires/item/220167-la-guerre-cybern%C3%A9tique,-nouveau-pr%C3%A9texte-des-
pressions-anti-iraniennes
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[130] I- Unrestricted Warfare»: Military/Civilian Distinctions Break Down - « Unrestricted Warfare» means that any methods
can be prepared for use, information is everywhere, the battlefield is everywhere, and that any technology might be combined
with any other technology, and that the boundaries between war and non-war and between military and non-military affairs has
systematically broken down. [pp. 6-7] - hitp:/ /www.fas.org/nuke/guide/china/doctrine/unreswli.htm

2 - cyber guerre et guerre de linformation- Hermes Lavoisier 2010- p :164 la premiére régle de la guerre hors limite est qu’il n'’y a
pas de regles, rien nést interdit... il n’y a rien dans le monde aujourd’hui qui ne puisse devenir une arme »
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[131] Israel’s Secret Iran Attack Plan: Electronic Warfare- Nov 16, 2011 6:28 PM EST - http://www.thedailybeast.com/
articles/2011/11/16/israel-s-secret-iran-attack-plan-electronic-warfare.html

[132] sméﬂ 4»5:,‘, 45| &Blge (2,55 - htlp//www leqt.com/2013/05/19/article_756759.html

[133] gulsd) § duoad] 4ol e Oloseg)) delas: icle¢ssid=32757

[134] n Saudi Arabia and Israel, Slgnals That Iran Has Retahatmn in Works Oct 26, 2012 4:45 AM EDT hitp://www.
thedallybeast com/articles/2012/10/26/in-saudi-arabia-and-israel-signals-that-iran-has-retaliation-in-works.html

[185] Sorry, Iran. I Didn’t Mean to Invade You. Jul 17, 2012 4:29 PM EDT. hitp:/ /www.thedailybeast.com/articles/2012/07/17/
sorry-iran-i-didn-t-mean-to-invade-you.html
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[137] Statement of Celina B. Realuyo® Professor of Practice William <J. Perry Center for Hemispheric Defense Studies On
Hezbollah’s Global Facilitators in Latin America At a Hearing Entitled “Terrorist Groups in Latin America: The Changing
Landscape” Before the Subcommittee on Terrorism, Non-Proliferation, and Trade House Committee on Foreign Affairs, U.S.
House of Representatives February 4, 2014 - http://docs.house.gov/meetings/FA/FA18/20140204/101702/ HHRG-113-FA18-
Wstate-RealuyoC-20140204.pdf

[188] Banks Seek U.S. Help on Iran Cyberattacks - January 15, 2013, 7:31 p.m. EThitp://online.wsj.com/article/SB10001424
127887324734904578244302923178548.html

[139] Atip:/ /human.iraqgreen.net/modules.php?name=News&file=article&sid=32757
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[140] Special Report: U.S Cyber war strategy strokes fear of blowback- “...Computer researchers in the public and private
sectors say the U.S. government, acting mainly through defense contractors, has become the dominant player in fostering the
shadowy but large-scale commercial market for tools known as exploits, which burrow into hidden computer vulnerabilities.
In their most common use, exploits are critical but interchangeable components inside bigger programs. Those programs can steal
financial account passwords, turn an iPhone into a listening device, or, in the case of Stuxnet, sabotage a nuclear facility”. http://
www.reuters.com/article/2013/05/ 10/ us-usa-cyberweapons-specialreport-idUSBRE9490EL20130510
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[141] Special Report: U.S Cyber war strategy strokes fear of blowback — “...DOD’s cyber investment includes a half billion dollars
in research funding for DARPA (Defense Advanced Research Projects Agency) in the last budget™
http://www.reuters.com/article/2013/05/10/us-usa-cyberweapons-specialreport-idUSBRE9490EL20130510

[142] Cybersecurity and Cyberwarfare- Preliminary Assessment of National Doctrine and Organization- 2011- Center for
Strategic and International Studies. www.unidir.org

[143] Under President’s Budget, Cybersecurity Spending Increases- “We must... confront new dangers, like cyber attacks, that
threaten our nation’s infrastructure, businesses and people,” President Barack Obama wrote in the introduction to the budget
proposal. "The budget supports the expansion of government-wide efforts to counter the full scope of cyber threats, and strengthens
our ability to collaborate with State and local governments, our partners overseas and the private sector to improve our overall
cybersecurity.”

http:/mews.clearancejobs.com/2013/04/26/under-presidents-budget-cybersecurity-spending-increases/
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[144] 2011 Ly SYLasW Jgull sl elle U«.A)H -do)gs ) (ghes— Q‘Ml Ml s Cased]

http://www.google.com.Ib/url?sa=t&rct=j&q= &esre=s&frm= l&source web&cd=1&cad=rja&ved=0CCOQFjAA&url=http%3A%2F%2
Fwww.itu.int%2Fdms_pub%2Fitu-s%2Fopb%2Fgen%2FS-GEN-WFS.01-1-2011-MSW-A.docx&ei=cjqgUcfQFbSf7AbTt4 EI&usg=AF
QjCNFJIKhCOzjfH82zG-H3SIh{fV_fotdg&sig2=5Ja6CXZVqhQJ_o2nko2BEg&bvm=bv.47008514,d.bGE
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[145] Defense Budget Priorities and Choices Fiscal Year 2014.http:/ /www.google.com.lb/url?sa=t&rct=j&q=&esrc=s&frm=1&
source=web&cd=1&sqi=2&ved=0CCsQFjAA&url=hittp %3A%2F%2Fwww.defense.gov %2Fpubs%2F DefenseBudget PrioritiesCho
icesFiscalYear2014.pdf&ei=2FagUbXxKsmt4ATSzoGIBg&usg=AFQjCNGTTf1a9VAMRqoEnYCXY32wN25q4g&sig2=7c6aAX
HNGjJpxoHDyxd4bg&bvm=bv.47008514,d.bGE

[146] Iran is building a non-nuclear threat faster than experts wwould have ever imagined. hitp://www.businessinsider.com/
irans-cyber-army-2015-3

[147] How Chinas Night Dragon cyber army has infiltrated every corner of Britain: Forget Edward Snowden... a chilling
new book by the BBC»s top security expert lays bare the biggest internet hack in history. hitp://www.dailymail.co.uk/news/
article-3113736/ How-China-s-Night-Dragon-cyber-army-infiltrated-corner-Britain.html
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[148] What Israel’s Next War Will Look Like Moscovitch says. “You need a teleprocessing infrastructure, information systems, the
ability to integrate and filter information.” - hitp:/ /www.haaretz.com/israel-news/.premium-1.716800
[149] sy os diggs Cllelie neds lywly e poze Oililasd Uy 9usl - hitp://www.al-akhbar.com/node/238381
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[150] NSA Prism surveillance scandal downplayed by UK government - William Hague denies GCHQ tried to bypass privacy
laws, as classified papers show Britain had access to Prism since 2010. hitp:/ /www.guardian.co.uk/world/2013/jun/09/nsa-
prism-uk-government
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[151] La cybermenace iranienne donne des sueurs froides a Washington- Derniére modification : 24/05/2013 - http://www.
france24.com/fr/20130524-iran-cyberattaque-piratage-hacker-energie-amerique-menace-banque-informatique-internet

- Iran Hacks Energy Firms, U.S. Says Oil-and-Gas, Power Companies’ Control Systems Believed to Be Infiltrated; Fear of
Sabotage Potential- http://online.wsj.com/article/ SB10001424127887323336104578501601108021968.html

[152] olod ity «Glasdl paidlly duoidl 2 s Blgluak] pas dodlSes lusYl Godo (ol o e Gaiont) lgis Y B3] Caomal 0¥ O U iy
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[153] The Tallinn Manual on the International Law applicable to Cyber Warfare commissioned by NATO- hitp:/ /www.google.
com.lb/url?sa=t&rct=j&q=&esrc=s&frm=1&source=web&cd=2&ved=0CDIQFjAB&uri=http %3A%2F % 2Fwww.nowandfutures.
com%2Flarge%2FTallinn-Manual-on-the-International-Law-Applicable-to-Cyber-Warfare-Draft-.pdf&ei=CFKgUe_nDeTA7Aaa
4IGAAw&usg=AFQjCNEXPidhfqVoJCLjyQksHEChc1CC3Q&sig2=ne5xXDgk6IzEee 1 Hfd2sgw &bvm=bv.47008514,d.bGE
[154] Jim Michaels5:47 p.m. EDT April 4, 2013-http://www.usatoday.com/story/news/nation/2013/04/04/pentagon-wants-
cyber-war-rules-of-engagement/ 2054055/



V4 oy i
(V) Sl y Sl 3 | paadl Gerln 130 5l

O g5l g RIS [ I

Floy pldsaal e U a5 SN bl sl Bl skl cg:.ﬁ.ﬂ\ C:'“ﬁ’:“ Ll
o ) b bty 15928 ad) 1) 3ladl b S G 3 s> o) 19 colaslall y VLY
sl el g sl b L) i sy g0 Al (A pll e Sl 50 31y el slall
) oV B end y (G g sLiadl) 2R 5 5ad Al Badail g A2l LY
3bom) (#md (DL e 3l el O A Ty () el 1A 855 3T L ol U s
Jim & el ol b il 15l o) Ay lslaze1 g 55 el il y ol ypmedd 102 L
A gl

) e g ) JlesD el ey i) g i 36 Dl 5 LS 5l Y s gl
lMall i s Ao GUT o a5 L85 1) Ol iy A 45 pndl Jles
Rol) g ASOUAS 52018 5801 g 28 40 0 2 o WISV e o 3l 5 ) B A g 2 L)
e g abla-Y ol =MW i )

Sl plszal les (s jLzel o&}p SIN ) pedl O psgde 2 ged e o8 U
g R P e AT T W ICH P PRCHPN I
okt g (VL) lland y cdn S w315l e o g Lodis (Y 0 v A plal B Ly g
Lpll o e alil (Caless (ASTOL 351 edl O A OV Y1 L ol 510 @5l 6 ) il
(o a25 ol s ad gT L] ol L s of ULy o ctalas¥I 1) Ll Sles o clgiita g
LoD o oy cadaiV) e s Lol olles oy

Bl s &Y oY & (ol grall oda s e s éLx.S\ 5] ch}J\ o5 6&)
5 b obladl il 508 I oVl ol slad) plisadly g iy o3
ol e g el ol 5 01 53 slom) o 055 ) ¢ LI J1s) e BLENT y ¢35
J sl e LS Lgad sblia g 81 0 o clgzaY Ly g0 o) 5 Lo e e BLad g ¢J g S5l
Lt 35908 (g A e B S S SLUSEYT ools BLAY e all a5 e dhaet
(W e OLGNI 8 sa J&;\MY\ e (el (.:;;- el s Jl s el iy (ol
s Oy IS0 m s s G s pae e J 9l By iy g1 RY)
S SE 0 S AL s adl ol L s pae el 1 U B el LYY
(I V) JonsS (23l Lo sl g 3 5ol 3 plall 31 A e o g) WLl ) i)
e slaeVl s (58 3L EVES LN of camdod) s de snadl 51 LU SEY

L cJlnll e 5 i sl SBLENI OTYI (L gl 0 gladl) 35550 o a8 (JUH 315 OIS 13)
o ez Bl ez cla gl B 1) Al dor ) e o8 JL bl § 21
L 9 Lol g ) Ny Lot s o 00 B s ey Wy cJad ozl 5 OLLSNT 2L
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[157] http:/ /adala.justice.gov.ma/production/Conventions/ar/Conv_Arabe/CA_Lutte_contre_terrorisme.htm

[158] « faits criminels dirigés contre un Etat et dont le but ou la nature est de provoquer la terreur chez des personnalités
déterminées, des groupes de personnes ou dans le public ». - http://legal.un.org/avl/pdf/ls/RM/LoN_Convention_on_
Terrorism.pdf

[159] la convention du Conseil de Europe du 10 novembre 1976 pour la répression du terrorisme

- la convention des Nations Unies du 17 décembre 1979 sur la prise drotages

- la convention des Nations Unies du 15 décembre 1997 sur la répression des attentats terroristes a Dexplosif

[160] The US, Canada and Australia have also listed Hezbollah as a «terrorist» group. The EU has blacklisted its military wing.
http:/ /www.aljazeera.com /news/2016/03/gcc-declares-lebanon-hezbollah-terrorist-group-160302090712744.html

[161] GCC declares Lebanonss Hezbollah a «terrorist) group - Gulf countries announce the decision amid an ongoing row with
the Lebanese group over involvement in regional conflicts. - http://www.aljazeera.com/news/2016/03/gcc-declares-lebanon-
hezbollah-terrorist-group-160302090712744.html
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[167] http:/ /www.aljazeera.net/encyclopedia/events/2015/8/ 17/ %D9%86%D8%B5%DI%8E2%DE%AT%DI%8E6%DI%8ES
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[168] 18 U.S.C. § 2331 defines «international terrorism» and «domestic terrorism» for purposes of Chapter 113B of the Code,
entitled «Terrorism” «International terrorism» means activities with the following three characteristics: Involve violent acts
or acts dangerous to human life that violate federal or state law; Appear to be intended (i) to intimidate or coerce a civilian
population; (ii) to influence the policy of a government by intimidation or coercion, or (iii) to affect the conduct of a government by
mass destruction, assassination, or kidnapping; and Occur primarily outside the territorial jurisdiction of the U.S., or transcend
national boundaries in terms of the means by which they are accomplished, the persons they appear intended to intimidate or
coerce, or the locale in which their perpetrators operate or seek asylum.* «Domestic terrorism» means activities with the following
three characteristics: Involve acts dangerous to human life that violate federal or state law; Appear intended (i) to intimidate or
coerce a civilian population; (ii) to influence the policy of a government by intimidation or coercion; or (iii) to affect the conduct
of a government by mass destruction, assassination. or kidnapping, and Occur primarily within the territorial jurisdiction of
the U.S. 18 U.S.C. § 2332b defines the term «federal crime of terrorism» as an offense that: Is calculated to influence or affect the
conduct of government by intimidation or coercion, or to retaliate against government conduct; and Is a violation of one of several
listed statutes, including § 930(c) (relating to killing or attempted killing during an attack on a federal facility with a dangerous
weapon); and § 1114 (relating to killing or attempted killing of officers and employees of the U.S.). * FISA defines «international
terrorism» in a nearly identical way, replacing «primarily» outside the U.S. with «totally» outside the U.S. 50 U.S.C. § 1801(c).
[169] NATO Glossary of Terms and Definitions, AAP-06 Edition 2012 Version 2. (NATO) defines terrorism as “the unlawful use
or threatened use of force or violence against individuals or property in an attempt to coerce or intimidate governments or societies
to achieve political, religious or ideological objectives.”
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[171] Freepto is a Debian based operating system on a USB stick developed by hacktivist group AUANA and used in between
others, by various anarchist groups like the Spanish CNT group in Madrid selling USB thumbdrives with Freepto loaded and
hacker spaces in Greece and Italy that do Freepto presentations during digital security training. http://www.hackerl0.com/
internet-anonymity/encrypted-operating-system-for-activists-freepto/

[172] Freenet is free software which lets you anonymously share files, browse and publish «freesites» (web sites accessible only
through Freenet) and chat on forums, without fear of censorship. Freenet is decentralised to make it less vulnerable to attack,
and if used in «darknet» mode, where users only connect to their friends, is very difficult to detect - hitps://freenetproject.org/
about.html
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[173] eloxoVl Jolgdl mBlos ne owlsy¥l wies 8,8l - Atip://pss.elbadil.com/2016/03/01/%D8%B8%D8%A7%DI%S87%D
8%B1%D8%A9%D8%AA%DE%AC%DI%86%DI%SA%DE%AF-%D8%AT%DI%84%D8%A5%D8%B1%DI%87%D8%
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[174] Now ISIS is using social media to expand its war far beyond its borders. What started with thechoreographed execution
video of James Foley, blasted across the Web through an army of dummy Twitter accounts, has now morphed into something more
devious and distributed. Rather than calling followers to the front lines, ISIS’s social-media strategy cultivates them at home in
the U.S., Europe, Africa, and Asia. And it can use those followers to devastating effect, whether sending masked gunmen storming
into the Paris Bataclantheater or inspiring an American citizen and his wife to massacre 14 co-workers at a holiday party in San
Bernardino, California. TERROR ON TWITTER- How ISIS is taking war to social media—and social media is fighting back.
hittp:/ /www.popsci.com /terror-on-twitter-how-isis-is-taking-war-to-social-media
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[175] The Protecting Cyber Networks Act. Gangs of cyber criminals, sometimes supported by hostile governments,
are increasing their attacks on U.S. networks and American businesses. The wave of assaults is a national security
threat that is costing our economy billions of dollars and compromising American citizens’ personal and financial
information. The House Permanent Select Committee on Intelligence is acting to mitigate this growing problem by
advancing a bill, the Protecting Cyber Networks Act (H.R. 1560), that will encourage businesses and the federal
government to share information on known cyber threats. More information on the bill is available at the links below.
http:/ /intelligence.house.gov/ Protecting Cyber NetworksAct

[176] Appointment of Rashad Hussain as United States Special Envoy and Coordinator for Strategic Counterterrorism
Communications. hitp:/ /www.state.gov/r/pa/prs/ps/2015/02/237585.htm

[177] Think Again Turn Away campaign. http://www.latimes.com/nation/nationnow/la-na-nn-state-department-islamic-
state-social-001-photo.html
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[178] Air Force intel uses ISIS «moron» post to track fighters. http://edition.cnn.com/2015/06/05/politics/air-force-isis-moron-
twitter/

[179] On 1 July 2015 Europol launched the European Union Internet Referral Unit (EU IRU) to combat terrorist propaganda
and related violent extremist activities on the internet. https://www.europol.europa.eu/content/europol%E2%80%99s-internet-
referral-unit-combat-terrorist-and-violent-extremist-propaganda

[180] British Armys new 77th Brigade will wage online PSYOP war with terrorists. The British Army has created a new
psychological operations and propaganda unit to wage online war and «control the narrative» during conflicts. The 1,500 members
of the 77th Brigade will be drawn from across the British Army and Territorial Army reservists, and will begin operations in April.
hittp:/ /www.ibtimes.co.uk/british-armys-new-77th-brigade-will-wage-online-psyop-war-terrorists-1486044

[181] Terrorisme : Frangois Hollande annonce la création de 800 nouveaux postes dans Darmée. hitps://www.francebleu.fr/
infos/societe/terrorisme-hollande-annonce-la-creation-de-800-nouveaux-postes-dans-l-armee-1459944646

[182] Hackers replace dark web Isis propaganda site with advert for Prozac. http://www.ibtimes.co.uk/hackers-replace-dark-
web-isis-propaganda-site-advert-prozac-1530385
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[183] BBC Trending - Ghost Security Group: ‘Spying’ on Islamic State instead of hacking them. The group claims that it has
already helped to thwart one attack in Tunisia by picking up on what they say was online jihadi chatter which indicated that
militants would attack a specific location on the island of Djerba. The plot, Ghost Security says, was designed to be a follow up to
the June beach massacre which killed 38 people, mostly British tourists. Reports indicate that Djerba did indeed appear on a list
of IS targets in Tunisia in July. Like the other claims the groups have made, though, it’s difficult to verify that they thwarted an
attack. hitp:/ /www.bbe.com/news/blogs-trending-34879990

[184] Anonymous declares December 11 «Isis Trolling Day. http://www.wired.co.uk/article/anonymous-isis-trolling-day

[185] C'est vendredi... le jour J pour se moquer de Daesh. «L'objectif est simple : partager sur les réseaux sociaux, avec le hashtag
#Daesh et #Daeshbags, des photos droéles et moqueuses ainsi que des vidéos parodiques de Daesh. « Nous vous demandons de
montrer votre soutien et votre aide contre Daesh, en nous rejoignant et en se moquant d'eux. Ne pensez pas que vous devez étre
membre d’Anonymous : tout le monde peut le faire, cela ne demande pas de compétences particuliéres » expliquait le groupe sur
son compte Twitter». hitp://www.lesoir.be/ 1067498/ article/soirmag/actu-soirmag/2015-12-11/c-est-vendredi%E2%80%A6-
le-jour-j-pour-se-moquer-daesh
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[186] The last thing we want to see is people saying that Chinese netizens have free and open access to social media
around the world. They don’t! They are prevented from looking at many foreign web sites and they are also prevented from
accessing information on Chinese web sites! Chinese netizens, for example, are unable to search for “Xi Jinping”, the
country’s next leader, on Sina Weibo, a leading Chinese microblog. The great firewall is not some myth, it's a sad reality.
http:/ /thenextweb.com/asia/2012/09/28/no-way-jose/ #gref
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[187] )l
[188] UNITE'AD NATIONS OFFICE ON DRUGS AND CRIME Vienna - The use of the Internet for terrorist purposes-
“The Internet is a prime example of how terronsts can behave in a truly transnational way, in response, States need to think and
function in an equally transnational manner.”
http://www.unodc.org/documents/frontpage/Use_of Internet_for_Terrorist Purposes.pdf
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[189] Network Situational Awareness (NetSA)
http://www.cert.org/netsa/index.cfm
[190] Attp:/ /www.cert.org/incident-management/national-csirts/national-csirts.cfm?
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[191] Comprehensive Study on Cybercrime Draft—February- 2013. http://www.unodc.org/documents/organizedcrime/
UNODC_CCPCJ_EG.4_2013/CYBERCRIME_STUDY_210213.pdf

[192] Membership of a multilateral cybercrime instrument corresponds with the perception of increased sufficiency of national
criminal and procedural law, indicating that current multilateral provisions in these areas are generally considered effective.
[193] White house strategy to combat transnational organized crime. “Virtually every transnational criminal organization and its
enterprises are connected and enabled by information systems technologies, making cybercrime a substantially more important
concern.”http:/ /www.whitehouse.gov/administration/eop/nsc/transnational-crime/introduction
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[194] A/70/174- “Few technologies have been as powerful as information and communications technologies (ICTs) in reshaping
economies, societies and international relations. Cyberspace touches every aspect of our lives. The benefits are enormous, but these
do not come without risk. Making cyberspace stable and secure can only be achieved through international cooperation, and the
foundation of this cooperation must be international law and the principles of the UN Charter
https://ccdcoe.org/sites/default/files/documents/UN-150722-GGEReport2015.pdf
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[195] http:/ /www.unidir.org/files/publications/pdfs/cyber-index-2013-en-463.pdf
[196] UNIDIR, “Cyber Index,” pp. 125-138
[197] http:/ /www.state.gov./r/pa/prs/ps/2013/07/211862.htm
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[198] International/Regional Initiatives. Commonwealth of Independent States: Agreement on Cooperation in Combating
Offences related to Computer Information (2001). Commonwealth: Model Laws on Computer and Computer-related Crime (2002)/
Electronic Evidence (2002)/ Harare Scheme (2002/2011) - Shanghai Cooperation Organization: Agreement on Cooperation in the
Field of Information Security (2009) - League of Arab States: Convention on Combating Information Technology Offences (2010)
Caribbean: ITU/Caribbean Community/CTU Model Legislative Texts on Cybercrime, e-Crime and Electronic Evidence (2010)
Pacific: ITU/Secretariat of the Pacific Community Model Law on Cybercrime (2011)

(Draft) EAC Legal Framework for Cyberlaws (2008) (Draft) ECOWAS Directive on Fighting Cybercrime (2011) COMESA
Cybersecurity Draft Model Bill (2011) (Draft) African Union Convention on the Establishment of a Legal Framework Conductive
to Cybersecurity in Africa (2012) SADC Model Law on Computer Crime and Cybercrime (2012)

[199] Commonuwealth of Nations
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[200] Commonwealth model law on digital evidence- 2002

[201] The Economic Community of West African States - ECOWAS - Founded in 1975

[202] Cybersecurity Draft Model Bill Model Law - Common Market for Eastern and Southern Africa - Comesa- 2011
[203] HIPCAR- Model legislation and policy developed in 2010 by Caribbean experts

[204] ICB4PAC- Pacific countries to develop their own model policy and legislation

[205] Recommendations of Organization of American States -OAS
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[206] World Federation of Scientists- Combating cybercrime requires significant international cooperation and preventative
measures, and this is especially important in deterring acts against critical infrastructure. Document WSIS-03/GENEVA/
CONTR/6-E19 November 2003

[207] UN document A/RES/57/239, 31 January 2003, p. 2- the resolution calls for more awareness and responsibility by capable
states to “act in a timely and cooperative manner to prevent, detect and respond to security incidents”

[208] Creation of a Global Culture of Cyber security and the Protection of Critical Information Infrastructures, UN document
A/RES/58/199, 30 January 2004, p. 2. 95- the resolution invites all relevant international organizations and Member States
“that have developed strategies to deal with cyber security and the protection of critical information infrastructures to share their
best practices and measures that could assist other Member States in their efforts to facilitate the achievement of cyber security”
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[209] The UN GA resolution 55/63 dealing with computer crime legislation 1990

[210] In 2000 the UN GA resolution 56/121 on combating the criminal misuse of information technology

[211] In 2003 resolution (A/RES/57/239)

[212] A/RES/64/211

[213] Toward a universal Order of cyberspace: managing threats from cybercrime to cyber war. Permanent monitoring panel of
cyber security- document wsis-2003- Geneva- www.itu.int

[214] 485gJIWSIS-TII/TUNIS/DOC/6(Rev.1)-A182005 5o g
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[215] UN ITU-T X.1205 —Overview of Cyber-security : 2Cyber-security has been defined by the ITU to mean —the collection of
tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices,
assurance and technologies that can be used to protect the cyber environment and organization and user's assets.
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[216] The General Assembly, in its resolution 57/53, of 22 November, on the subject, called upon Member States to promote
further at multilateral levels the consideration of existing and potential threats in the field of information security, as well as
possible measures to limit the threats emerging in this field, consistent with the need to preserve the free flow of information;
considered that the purpose of such measures could be served through the examination of relevant international concepts aimed
at strengthening the security of global information and telecommunications systems, and reiterated its request to the Secretary-
General, already contained in its resolution 56/19, to carry out a study on these concepts, with the assistance of a group of
governmental experts, to be established in 2004.

[217] UN document A/65/201, 30 July 2010
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[218] UN General Assembly resolution 68/243
[219] Belarus, Brazil, China, Colombia, Egypt, Estonia, France, Germany, Ghana, Israel, Japan, Kenya, Malaysia, Mexico,
Pakistan, Russian Federation, Spain, United Kingdom and United States of America.
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[221] Draft African union convention on the establishment of a legal framework conducive to cyber security in Africa or
draft African union convention on the confidence and security in cyberspace. hitp://auw.int/en/sites/default/files/AU%20
Convention%20EN.%20(3-9-2012)%20clean_0.pdf

Article III - 54- Each Member State of the African Union have to take necessary legislative measures to ensure that the violation
of the secrets stored in a computer system attracts same punishments applicable to the offense of violation of professional secrets.
Article III - 55 - Each Member State of the African Union have to take necessary legislative measures to ensure that, where the
imperatives of the information so dictate, the investigating judge can use appropriate technical means to gather or register in real
time the data in respect of the content of specific communications in its territory, transmitted by means of a computer system or
compel a service supplier to gather and register the data within the framework of his/her technical capacities, using the existing
technical facilities in its territory or that of States parties, or provide support and assistance to the competent authorities towards
the gathering or registration of the said computerized data.
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[222] Comprehensive Study on Cybercrime Draft - February- 2013 — executive summary- xviii. Two-thirds of countries view their
systems of police statistics as insufficient for recording cybercrime. Police-recorded cybercrime rates are associated with levels of
country development and specialized police capacity, rather than underlying crime rates
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[223] Lignes directives de 'OCDE . ..."toute information relative a une personne physique identifiee ou identifiable’.

[224] Loi 801 intitulee « loi pour la confiance dans l'économie numerique » du 21 juin 2004

[225] La loi du 6 janvier 1978 «informatique et libertés» visait les informations nominatives. La loi du 6 aoit 2004 remplace le
terme «information nominative» par celui de «donnée a caractére personnelle»

[226] CA Paris, 27 Avril 2007 :” «L’adresse IP ne permet pas d’identifier le ou les personnes, qui ont utilisé cet ordinateur
puisque seule lautorité légitime pour poursuivre l'enquéte (police ou gendarmerie) peut obtenir du fournisseur l'accés d’identité
de lutilisateur.n. Et CA Paris, 15 Mai 2007 : » «Que cette série de chiffre en effet ne constitue en rien une donnée indirectement
nominative relative a la personne dans la mesure ou elle ne se rapporte qu'a une machine, et non a lindividu qui utilise
lordinateur pour se livrer a la contrefagonn.
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[227] Lradresse IP est le numéro qui permet dridentifier chaque ordinateur sur le réseau Internet. Elle se décompose dans version
4 en une série de 4 nombres allant de 0 a 255.

[228] ECOMLEB

[229] ECOMLEB- art. 20 « 1l est interdit de collecter et de traiter des données & caractére personnel qui révélent, directement ou

indirectement, les opinions philosophiques ou politiques, l'appartenance syndicale ou confessionnelle, l’état de santé, l'identité
génétique ou la vie sexuelle de la personne concernée. Toutefois, il est fait exception a cette interdiction de principe dans les cas
suivants :

1°- Lorsque la personne concernée a rendu publiques lesdites données ou qu'elle consent expressément & leur traitement, @ moins
qu’une interdiction légale ne s’y oppose ;

2°- Lorsque le recueil et le traitement des données sont nécessaires a l'établissement d’un diagnostic médical ou & l'administration
de soins par un membre d’'une profession de santé ;

3°- Lorsque le recueil et le traitement des données sont nécessaires a la constatation, a l'exercice ou a la défense d’un droit en
Justice ;

4°- Lorsque des groupements sans but lucratif, a caractére philosophique, politique, syndical ou confessionnel tiennent, & leur
usage exclusif, des registres de leurs membres ou correspondants non communicables & des tiers ;

5°- Lorsque des traitements justifiés par un intérét public bénéficient des autorisations prévues a larticle 30 ci-apreés.
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[230] Rapport « Collin et Colin ». Dans toute application en ligne, l'utilisateur est actif et son activité, peut étre captée sous la
forme de données. Les données sont un flux essentiel qui irrigue l'ensemble de l'économie numérique. - htip:/ /www.economie.
gouv.fr/files/rapport-fiscalite-du-numerique_2013.pdf
[231] Personal data: Emergence of a new Asset class. http://www3.weforum.org/docs/ WEF_ITTC_PersonalDataNewAsset_
Report_2011.pdf
[232] G el SMeYI 4 3UYls dabgll Sluwl Jie duble yosal &3 bl Jso Sl 5o 305 @ Ly Bimkl ) Bsisdl (30 dyosasd] G 3o -
LYl Gsizd ASpadl dBlasls (ol ,mdls LYl oo dylosd dgysVI ABLEYI ddubls duwlead] Bodod] ds 5 (Las]

- The Universal Declaration of Human Rights,(Article 17) of the International Covenant on Civil and Political Rights, (Article 8)
of the European Convention on Human Rights, (Article 11) of the American Convention on Human Rights.
- Article 12 of the Universal Declaration of Human Rights states, “No one should be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks on his honour or reputation. Everyone has the right to the protection of
the law against such interferences or attacks.”
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[234] The Universal Declaration of Human RLghts (Article 17) of the International Covenant on Civil and Political Rights,

(Article 8) of the European Convention on Human Rights, (Article 11) of the American Convention on Human Rights.

Article 12 of the Universal Declaration of Human Rights states, «No one should be subjected to arbitrary interference with his
privacy, family, home or correspondence, nor to attacks on his honour or reputation. Everyone has the right to the protection of
the law against such interferences or attacks.»
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[236] The Do-Not-Track Online Act of 2013.

[237] 52 Sleslell Dloos deogasd] Jso culudl pai]

“ guidelines on Protection of Privacy and Transborder Flowa of Personal Data”. el=ll § 1980. OECD. European Directive on Data
Prtotection (95/46/EC)

olesVl yuts 33 The Council of Europe’s Convention on the Protection of Individuals with regard to Automatic Processing of
Personal Data. 1981.

[238] CNIL en France. Aux USA il ya Federal Trade Commission qui suit les dossiers internet et poursuit quelques sites web qui
n'ont pas respecte sur leur site les déclarations sur la protection des données personnelles.

[239] L'oubli numérique, future droit constitutionnel? Selon Alex Ttirk, le président de la commission nationale de l'informatique
et des libertés (CNIL) et président du G29 : « Pour les américains, les données personnelles sont des données commerciales qui
ont une valeur marchande. En Europe, nous pensons que ce sont des attributs de la personnalité ». hitp://eulogos.blogactiv.
eu/2009/11/23/1%2%80%99oubli-numerique-futur-droit-con



VYT oy i

(V) Sl y Sl 3 | paadl Gerln 130 5l

Ol 1 e Bl 5 e Olazde g b 531

Lgalsunnsl § UL 2 -

bl L1 sal 8 15) 3 ey g sl ol b el 2 IS8y ciasi 2l UL e SH ot
eVl (V1 Ll iy ok Bilax y Vn Blox 5 Lt 85 AL g sss
e el y (ool ) 2 50 ) a2l SUL e ) il le S Tl
7255 d OBl i LS aldl ol g g ¢ olazr VI Oleally slizeall g oyl SBlay
U e il Lo 3 e o) UL BLs| e chaaset) 4 gg)) 331 0as

Ao ol o)) VI e g B et o F (Joly a5y e )l SUL pasens IS
M 5y Dt ola WIS 12 IS0 oIl )N o3 o1 Ay JleasW Jan 28 o J gl ol 521
Lkl b o) g bl ol S L3 ¢ omgie ISy sl SUL) Leaned (Jleld
(ol Rz IV a o (PRI IV a e AV ) e Llde o el 2D )
:[241]* P Cf"‘ﬁ)

@l et OULU G 5l e pldsena¥l G oo sad) Lo bl slas S0 cale
&.9 cua\.i-\) fw‘ el Lf RO LY RE WL & @ﬁb— Lo (lgples! 3 sad jLael O 9o
o gl

(3l y ol e sl Lt (Ll 012 gl S0 Y cmen) 3 gk gy pa s Y (I
lelzel dn o J gl e ) b ey ) PRIy ) e L U1 S ) J
Bl LY o B i ol N 20l Ol e o Y Sk e sie (salL
o 25V OU Oy e Sl ole s izl J ¢ ol O 5l ot
col Ay Baad) e oS 500 (V) 3dd Ougrad el N K6 ) V1) caals e
P8 s gnd) b Leadie g

e o) sl 1Al Sl g Al B i e Jas ¢ ga sl Y Ble e Y BLLL
B3 0o e S (051N Blel e e Y by B Rk Bl g a gl V) A
(aseddl SUL e L5 55 oY) e Do (6 smn (ald cOAe (S gtmn L] 3 55 Y1 ol

[240] Les accords entre l'union européenne et les états unis.

* le traite de prum, signe le 27 Mai 2005

[241] Les systémes d’échanges d’informations crées a l'échelle de I'Union Européenne : le systéme d’information Schengen (SIS),
le systéme d’information douanier, et le systéme d’information d’Europol et celui d’Eurojust.

[242] Le Patriotact aux états unis. - plan d’action contre le terrorisme adopte par le parlement européen et modifie le 25 Mars 2004
suite aux attentats de Madrid puis suite aux attentats de Londres du 7 juillet 2005

- recommandation relative a l'élaboration de « profiles terroristes » adoptée par le conseil européen en 2002

- directive du 15 Mars 2006 qui a prévu la conservation des données téléphoniques par les operateurs.

[243] Résolution du 14 janvier 2009 sur la situation desdroits fondamentaux dans ['Union européenne (2004-2008). le Parlement
européen « se préoccupe du fait que la coopération internationale dans la lutte contre le terrorisme a souvent abouti & unebaisse
du niveau de protection des droits de ’'Homme et des libertés fondamentales,notamment du droit fondamental au respect de la vie
privée, a la protection des données a caractére personnel et a la non-discrimination
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[244] US Department of Homeland Security.

[245] Passenger Name Record (PNR).

[246] (Advanced Passenger Information (API)).

[247] décision de la Commission 2004/535/EC:

http:/ /eur-lex.europa.eu/ LexUriServ/site/en/oj/2004/1_235/1_23520040706en00110022.pdf
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[248] https:/ /wikileaks.org/

[249] Tempora, is a clandestine security electronic surveillance program tested in 2008,[2] established in 2011 and operated by
the British Government Communications Headquarters (GCHQ). Tempora uses intercepts on the fibre-optic cables that make
up the backbone of the internet to gain access to large amounts of internet users’ personal data. hitp://en.wikipedia.org/wiki/
Tempora

[250] Attp:/ /edition.cnn.com/2013/09/11/us/edward-snowden-fast-facts/

En juin 2013, linformaticien de la National Security Agency (NSA) américaine, Edward Snowden, révélait l'existence de
programmes de surveillance. Le plus connu, nommé PRISM, permet au gouvernement américain d'accéder directement aux
serveurs de neuf compagnies: Microsoft, Yahoo, Google, Facebook, PalTalk, YouTube, Skype, AOL, Apple. La NSA aurait ainsi,
en mars 2013, récupéré 97 milliards d’informations. hitp://www.la-croix.com/Actualite/ Monde/Pourquoi-il-faut-reformer-
Internet-2014-04-23-1140281

[251] Special source operation system legally immunized private companies that cooperate voluntarily with U.S. intelligence
collection.

[252] Attention fliers: Canada’s electronic spy agency is following you - new Snowden leaks.http://rt.com/news/canada-
snowden-spying-nsa-airport-442/
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[253] Venezuelan Government Expands Internet Censorship- http://mashable.com/2014/02/20/venezuela-social-media/

[254] In Ex-Soviet States, Russian Spy Tech Still Watches You-By Andrei Soldatov and Irina Borogan- 12.21.12- 6:30 AM.
http:/ /www.wired.com/dangerroom/2012/12/russias-hand/all/

[255] China orders real name register for online video uploads. http:/ /www.reuters.com/article/2014/01/21/us-china-internet-
idUSBREAOK04T20140121

[256] King, Gary, Jennifer Pan, and Margaret Roberts. 2014. Reverse Engineering Chinese Censorship through Randomized
Experimentation and Participant Observation. Copy at htip://j.mp/16Nvzgehttp://gking.harvard.edu/publications/
randomized-experimental-study-censorship-china

[257] -Pourquoi il faut réformer Internet.

http:/ /www.la-croix.com/Actualite/ Monde/ Pourquoi-il-faut-reformer-Internet-2014-04-23-1140281

[258] We are “somehow becoming a sensor for the world intelligence community” - Philippe Langlois- founder of the Paris-based
company Priority One Security, on agencies’ ability to harvest personal data from users of smartphones. http://www.nytimes.
com/2014/01/28/pageoneplus/quotation-of-the-day-for-tuesday-january-28-2014.html?_r=0

[259] Lisa Vaas on January 29, 2014- Spy agencies are slurping personal data from leaky mobile apps- hitp://nakedsecurity.
sophos.com/2014/01/29/spy-agencies-are-slurping-personal-data-from-leaky-mobile-apps/- consulted on 30/1/2014

- A secret British intelligence document, from 2012, said that spies can scrub smart phone apps to collect details, like a user’s
“political alignment”, and sexual orientation.
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[260] “The right to privacy, the right to access to information and freedom of expression are closely linked. The public has the
democratic right to take part in the public affairs and this right cannot be effectively exercised by solely relying on authorized
information.” Ms. Pillay- UN High Commissioner for Human Rightshttp://www.un.org/apps/news/story.asp?NewsID=46780
&Cr=privacy&Cr1=#.UwCw6ThWHZY

[261] The NSA overreach poses a serious threat to our economy. hitp://www.theguardian.com/commentisfree/2013/nov/20/
Jjim-sensenbrenner-nsa-overreach-hurts-business

[262] UNGA- 16 May 2011 A/HRC/17/27- Human Rights Council- Seventeenth session- Agenda item 3 - Promotion and
protection of all human rights, civil, political, economic, social and cultural rights, including the right to development “The
growing use and sophistication of digital surveillance has outstripped the ability of societies to legislate their proper use, leading
to “ad hoc practices that are beyond the supervision of any independent authority,” and that threaten to repress free expression”
[263] United states district court southern district of New York. 13 Civ. 3994- June 11 2013- https://www.aclu.org/files/assets/
nsa_phone_spying_complaint.pdf

[264] No Spy Act
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[265] hitps://en.wikipedia.org/wiki/ UKUSA_Agreement - The United Kingdom - United States of America Agreement
(UKUSA, /jukus/ ew-koo-sah) is a multilateral agreement for cooperation in signals intelligence between Australia,Canada,
New Zealand, the United Kingdom and the United States. The alliance of intelligence operations is also known as the Five Eyes.
[ In classification markings this is abbreviated as FVEY, with the individual countries being abbreviated as AUS, CAN, NZL,
GBR and USA respectively.

Emerging from an informal agreement related to the 1941 Atlantic Charter, the secret treaty was renewed with the passage of the
1943 BRUSA Agreement, before being officially enacted on 5 March 1946 by the United Kingdom and the United States. In the
following years, it was extended to encompass Canada, Australia and New Zealand. Other countries, known as «third parties»,
such as West Germany, the Philippines and several Nordic countries also joined the UKUSA community.

[266] Tempora is the codeword for a formerly secret computer system that is used by the British Government Communications
Headquarters(GCHQ).

[267] GCHQ taps fibre-optic cables for secret access to world»s communications- «The existence of the programme has been
disclosed in documents shown to the Guardian by the NSA whistle blower Edward Snowden as part of his attempt to expose what
he has called «the largest programme of suspicionless surveillance in human history».

https:/ /www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa

[268] GCHQ taps fibre-optic cables for secret access to world)s communications- Exclusive: British spy agency collects and stores
vast quantities of global email messages, Facebook posts, internet histories and calls, and shares them with NSA, latest documents
from Edward Snowden reveal. hitps://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
[269] XKeyscore: NSA tool collects (nearly everything a user does on the internet). A top secret National Security Agency program
allows analysts to search with no prior authorization through vast databases containing emails, online chats and the browsing
histories of millions of individuals, according to documents provided by whistleblower Edward Snowden. The NSA boasts
in training materials that the program, called XKeyscore, is its “widest-reaching” system for developing intelligence from the
internet. https:/ /www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data
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[270] Indeed, training documents for XKEYSCORE repeatedly highlight how user-friendly the program is: with just a few clicks,
any analyst with access to it can conduct sweeping searches simply by entering a person’s email address, telephone number, name
or other identifying data. There is no indication in the documents reviewed that prior approval is needed for specific searches.
https:/ /theintercept.com/2015/07/01/nsas-google-worlds-private-communications/

[271] Society for Worldwide Interbank Financial Telecommunication (SWIFT)
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[272] Bebo, Classmates.com, Delicious, Digg, Facebook, FriendFeed, Friendster, Hi5, Last.fm, LinkedIn, LiveJournal, MySpace,
Ning, Reddit, Slashdot, StumbleUpon, Tagged, Twitter
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[273] Sarah Perez. More Adults Than Ever on Social Networks.http://www.readwriteweb.com/archives/more_adults_than_
ever_on_socia.phplt appears that the trend of using social networking sites for professional purposes is not quite as common as
we may have thought. Although there are portions of the population both young and old that do so, it isn’t the main reason people
Join social networks. It’s more common for people to go online to use the networks as they were originally intended - to socialize.
[274]  hitp://blog.nielsen.com/nielsenwire/online_mobile/social-media-accounts-for-22-percent-of-time-online/  June 15,
2010- The popularity of social media is undeniable — three of the world’s most popular brands online are social-media related
(Facebook, YouTube and Wikipedia) and the world now spends over 110 billion minutes on social networks and blog sites. This
equates to 22 percent of all time online or one in every four and half minutes. For the first time ever, social network or blog sites
are visited by three quarters of global consumers who go online, after the numbers of people visiting these sites increased by 24%
over last year. The average visitor spends 66% more time on these sites than a year ago, almost 6 hours in April 2010 versus 3
hours, 31 minutes last year.
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[275] * Social media — tool of revolution or repression? hitps://ethics.journalism.wisc.edu/2011/01/31/social-media-tool-of-
revolution-or-repression/

* The new media: Between revolution and repression — Net solidarity takes on censorship. hitps:/ /rsf.org/en/news/new-media-
between-revolution-and-repression-net-solidarity-takes-censorship
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[280] “While the United States and the European Union share the goal of enhancing prwacy protection for their citizens, the
United States takes a different approach to privacyfrom that taken by the European Union”, Safe Harbor Principles.
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[282] Law put to the test by information technologies. Interviews with French parliamentary Deputy Christian Paul, and Olivier
Debouzy.www.france.diplomatie.gouv.fr- on the amerrican side, the individuals active on the web intend to regulate their
activities themselves. On the French side, the concept of co-regulation is being promoted by the combined forces of business, users
and the authorities.

[283] The “safe Harbor Agreement” formula., was suggested by US Ambassador Aaron. Safe Harbor Privacy Principles issued by
the U.S. Department of Commerce on July 21, 2000
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[284] Includes elements such as notice, choice, access, and enforcement.
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[298] Security handbook, RFC 2196, définit la politique de sécurité comme étant, « une formalisation des régles auxquelles
doivent se conformer les gens qui ont accés aux technologies et a l'information d’une organisation ».

[299] Securite- Introduction a la securite informatique. www.commentcamarche.net/secu/secuintro.php. La securite des
systemes informatiques se cantonne generalemnenta garantir les droits d'accesausdonnees et ressources d’'un systeme en mettant
en place des mecanismes d’'authentification et de contréle permettant d’assurer que les utilisateurs des dites ressources possedent
uniquement les droits qui leur ont eteoctroyes.

[300] Partnering for Cyber Resilience- Risk and Responsibility in a Hyperconnected World - Principles and Guidelines - hitp://
www3.weforum.org/docs/ WEF_IT _PartneringCyberResilience_Guidelines_2012.pdf
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[301] Electronic Funds Transfer (EFT)

[302] One rare success has been Hong Kong’s Octopus card system, which started as a transit payment system and has grown into
a widely used electronic cash system. Another success is Canada’s Interac network, which in 2000 at retail (in Canada) surpassed
cash [1] as a payment method. Singapore also has an electronic money implementation for its public transportation system
(commuter trains, bus, etc), which is very similar to Hong Kong’s Octopus card and based on the same type of card (FeliCa).
www. Wikipedia.com

[803] http:/ /cryptome.org/g10emoney.htm
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[304] ANDRONIKI N. TZIVANAKI- UNIVERSITY OF LEICESTER, ATHENS JANUARY 2001, Information Society services
in Southeastern Europe as a means for money laundering. “total anonymity affords criminals the ability to launder money and

engage in other illegal activity in ways that circumvent law enforcement.” 16 Combined with encryption or steganographyl7 and
anonymous remailers18, electronic cash19 becomes a very powerful medium”.
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[805] The Ten Fundamental Laws of Money Laundering, “The greater the facility of using cheques, credit cards and other non-
cash instruments for effecting illegal financial transactions, the more difficult it is to detect money laundering”.United Nations
office on Drug and crime.

[306] With the growing amount of financial data stored and transmitted online, the ease of computer intrusions add to the
severity of traditional crimes such as identity theft, to putthis in perspective for the digital ageover USD$222 billion in losses were
sustained to the global economy as a result of identity theft. Of this $222B most was laundered online through various e-channels.
http:/ /cybrinth.com/uploads/Money%20Laundering%20in%20Cyberspace.pdf

[307] duloy¥l JbosYl usi & b5l sy Jadd pusiius 8ydll Jlgedl

[308] Global Programme against Money iaundering (GPML)
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[809] UlsaVl (s dodlSh dosyslVl duogd] deuie §

Council Directive 91/308/EEC of 10 June 1991 on prevention of the use of the financial system for the purpose of money
laundering. Moreover, the preamble of the above mentioned EC Directive acknowledges: “combating money laundering is one of
the most effective means of opposing [organized crime in general and drug trafficking in particular]”.

[B10] ss:z Ssnme 55 LA Lo > Vo€ S syl Olysiia -l Olgill e dg ol (s olayVls Jlsadl paes LS

[811] M. Frank Swedlove, Président du Groupe d’action financiére. Résumé du Président, Paris, réunion pléniére, 27 au 29 juin
2007, 29 Juin 2007, « Le rapport sur le blanchiment de capitaux et le financement du terrorisme dans le secteur immobilier
étudie les vulnérabilités de ce secteur au regard du blanchiment de capitaux et du financement du terrorisme. Il s’agit du premier
rapport approfondi du GAFI sur cette question. Il identifie les méthodes les plus courantes de blanchiment de capitaux associées
aux opérations, aux investissements et au financement dans le secteur immobilier. Ce projet démontre que ces mémes méthodes
ont été utilisées dans des schémas financiers potentiellement liés & des activités terroristes ».
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[812] The United Nations, the Bank for International Settlements, the OECD)s FATF (Financial Action Task Force), the EU, the
Council of Europe, the Organisation of American States, all published anti-money laundering standards. Regional groupings
were formed (or are being established) in the Caribbean, Asia, Europe, southern Africa, western Africa, and Latin America.
[313] Directorate for the fight Against Corruption, Fraud, and Economic and Financial Infringements. Portugal. http://www.
palgrave.com/PDFs/0333802985.PdfJames L. Newell and Martin <J. Bull
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[814] Article 3(2) of the EC Directive, identification is required “for any transaction (...) involving a sum amounting to 15.000
Euro or more, whether the transaction is carried out in a single operation or in several operations which seem to be linked”.
[815] 75 FATF-XI, 2000, n 14 above, p.4. In Androniki N. Tzivanaki Information society services in South Eastern Europe as a
means for money laundering

[816] This measure is also considered in the framework of an ANNEX to be included to the EC antimony laundering Directive,
which is currently under amendment [Directive 91/308/EEC, n 5].

[317] Financial Action Task Force on Money Laundering

[818] Rapport annuel 200-2001, http:/ /www.fatf-gafi.org/dataoecd/42/22/35394319.pdf
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[819] One bank actually reported a suspicious transaction in the account of one of the September 11 hijackers - only to be ignored.
[320] YYV: o solo Gilygiin -V + ) Oy clgibasdy oo silly galodl §,80 § dogildll Ologlell delzor @650 sl

- Mining Data Warehouses to Improve Decision-Making Process, Dr. Aziz Barbar, “from a general point of vew, the two main
goals of Data Mining are description and prediction. FAYY96 gives a more precise definition: knowledge discovery in databases
is the non-trivial process of identifying valid, novel, potentially useful and ultimately understandable patterns of data.”
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[821] UMultinational companies are mcreasmgly providing online and remote payment services. This increases the volume of
transactions to be examined for detecting suspicious activity and may lead to problems in defining risk. hitps://www.oecd.org/
dataoecd/16/8/35003256.pdf MONEY LAUNDERING & TERRORIST FINANCING TYPOLOGIES, 2004-2005

-Jim Ensom, 24/05/2007, Financial Crimes Enforcement Network spokeswoman Anne Marie Kelly said, “The bureau is aware
of the laundering and terror finance risks posed by emerging payment technologies ... [and have] an ongoing dialogue with the
industries involved ... to study and work with [them] in order to provide the law enforcement community with guidance on how
these systems operate and the money laundering challenges they may present.” However, she did not say how long this “study”
will take”. Emerging threat from virtual money-laundering, http://www.globalcontinuity.com/current_headlines/emerging_
threat_from_virtual_money_laundering

[822] Jim Ensom, 24/05/2007,”According to Rachel Ehrenfeld, author of “Funding Evil: How Terrorism is Financed and How
to Stop It” and John Wood, the president of The Playfair Group, in 2006 online role-playing games had more than 14 million
subscribers, generating more than $1 billion in revenues ($576 million in North America and $299 million in Europe)”. hitp://
www.globalcontinuity.com/current_headlines/emerging_threat_from_virtual_money_laundering
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